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Disposition of Claims 

4) S Claim(s) 1-17 is/are pending in the application. 

4a) Of the above claim(s) 1-4 and 9 is/are withdrawn from consideration. 
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DETAILED ACTION 
Status of the Claims 

1 . This action is in response to the amendment filed on September 7, 2004. Claims 1 - 
17 are pending. Claims 1-4 and 9 are not elected and are withdrawn from 
consideration. Claims 5 and 12-13 are amended. Claims 5-8 and 10-17 are examined. 

Response to Arguments 

2. Applicant's arguments filed September 7, 2004 have been fully considered but they 
are not persuasive. 

In response to applicant's argument for the non-statutory subject matter, 
examiner has provided advice to applicant for overcoming the 35 USC § 101 rejections. 

Applicant argues that the cited prior art fail to teach the "shared secret" because 
the "shared secret" in cryptography usually refers to an encryption/decryption key. The 
applicant's argument indicates an encryption/decryption key is not the only way to 
interpret the phrase "shared secret"; thus, the examiner's interpretation of the "shared 
secret" meaning the message derived from another encrypted message is proper. 

3. Examiner has reviewed claims 13-17 and new ground(s) of rejection are given to the 
claims. 

Claim Rejections - 35 USC §112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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5. Claims 5-8 and 10-17 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Claim 5 recites the limitation "the receiver's public key" in line 5. There is 
insufficient antecedent basis for this limitation in the claim. 

Claims 6-8 and 10-17 are rejected for incorporating the errors of their respective 
base claim 5 by dependency. 

Claim Rejections - 35 USC § 101 

6. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

7. Claims 5-6 and 12-17 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 

The basis of this rejection is set forth in a two-prong test of: 

(1) whether the invention is within the technological arts; and 

(2) whether the invention produces a useful, concrete, and tangible result. 

For a claimed invention to be statutory, the claimed invention must be within the 
technological arts. Mere ideas in the abstract (i.e., abstract idea, law of nature, natural 
phenomena) that do not apply, involve, use, or advance the technological arts fail to 
promote the "progress of science and the useful arts" (i.e., the physical sciences as 
opposed to social sciences, for example) and therefore are found to be non-statutory 
subject matter. For a process claim to pass muster, the recited process must somehow 
apply, involve, use, or advance the technological arts. In the present case, claims 5-6 
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and 12-17 only recite an abstract idea. The recited steps of merely exchanging 
messages between receivers and senders does not apply, involve, use, or advance the 
technological arts since all of the recited steps can be performed in the mind of the 
user or by use of a pencil and paper. These steps only constitute an idea of how to 
securely exchange messages over another. 

As to technological arts recited in the preamble, mere recitation in the preamble 
(i.e., intended or field of use) or mere implication of employing a machine or article of 
manufacture to perform some or all of the recited steps does not confer statutory 
subject matter to an otherwise abstract idea unless there is positive recitation in the 
claim as a whole to breathe life and meaning into the preamble. In the present case, 
none of the recited steps is directed to anything in the technological arts as explained 
above with the exception of the recitation in the preamble that the method involves 
Internet and server. Looking at the claim as a whole, nothing the body of the claim 
recites any structure or functionality to suggest that a computer performs the recited 
steps. Therefore, the preamble is taken to merely recite a field of use. 

Additionally, for a claimed invention to be statutory, the claimed invention must 
produce a useful, concrete; and tangible result. In the present case, the claimed 
invention exchange messages (i.e., useful, concrete and tangible). 

Although the recited process produces a useful, concrete, and tangible result, 
since the claimed invention, as a whole, is not within the technological arts as explained 
above, claim 5-6 and 12-17 are deemed to be directed to non-statutory subject matter. 
Applicant is advised to implement computer technology into the independent claim 5 in 
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order to overcome this rejection, such as amending claim 5 to "electronically deriving a 
shared secret...", and "electronically encrypting a message with the shared secret...". 

Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

9. Claims 5-8 and 10-1 1 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Dorenbos, U. S. Patent 5,751,813. 

As to claim 5, Dorenbos teaches a method of exchanging secured messages 
between first and second registered PEAD users over the internet and a server utilizing 
at least one PEAD, comprising the steps of (column 3 line 1 - column 4 line 3 and Fig. 
1; specifically, the PEAD corresponds to items 103, 111, 115, 119, 121, 127 and 131 of 
Fig. 1): 

a) obtaining public key information using a receiving PEAD user's ID as an index 
(column 4 lines 23-25, 53-60); 

b) deriving a shared secret using the receiver's public key (column 3 lines 12-15; 
specifically, the shared secret corresponds to the appended message that is 
derived from the first-stage encrypted message in Dorenbos' teaching)] 
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c) a sending PEAD user then encrypting a message with the shared secret and 
sending it with the receiver's user ID appended with the user's ID (column 3 lines 
34-36); 

d) then the receiving PEAD user using the sender's user ID and sender's public 
key information to derive the shared secret (column 4 lines 4-10). 

As to claim 6, Dorenbos teaches storing one or more of the other PEAD users' 
share secret using the sender's ID as an index (column 4 lines 23-25). 

As to claim 7, Dorenbos teaches the sender retrieves the public key information 
using the receiver's user ID from the server (column 4 lines 53-60). 

As to claim 8, Dorenbos teaches after the sender encrypts the message with the 
shared secret, sending it to the server with the receiver's ID appended (column 3 lines 
12-25 and Fig. 2). 

As to claims 10-11, forwarding the message when the receiver's PEAD is polling 
for messages, and the server pushing the message to the receiver's PEAD are taught 
by Dorenbos as transmitting the message to the receiver's PEAD (column 3 lines 36- 
48). 

Claim Rejections - 35 USC § 103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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1 1 .Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Dorenbos, 
U. S. Patent 5,751 ,81 3 in view of Spies et al., U. S. Patent 6,055,31 4. 

As to claim 12, Dorenbos teaches the sender's public key is stored on a server 
and is indexed by the sender's ID (column 4 lines 23-25). Dorenbos does not 
specifically teach the sender causing the PEAD to generate a key pair comprising a 
public key and a private key, and then transferring the public key to a server. However, 
Spies teaches sender causing a portable electronic device to download cryptographic 
keys, and then transferring the keys to a server (column 6 lines 56 - column 7 lines 3 
and column 7 lines 55-67 and Fig. 2). It would have been obvious to one of ordinary 
skill in the art at the time the invention was made to allow the teaching of Dorenbos to 
include the feature of having the PEAD generate a key pair and then transferring the 
public key to a server so that the PEAD would be able to easily and quickly obtain the 
cryptographic keys for using them to securely transmitting messages. 
12. Claims 13-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Dorenbos, U. S. Patent 5,751,813 in view of Blakley, III et al., U. S. Patent 5,677,952. 

As to claim 13, Dorenbos teaches exchanging secured messages between first 
and second registered PEAD user as discussed above. Dorenbos does not specifically 
teach the receiver checking for a stored shared secret in a shared secret table of the 
PEAD, and after finding the shared secret using the shared secret to decrypt the 
senders message. However, this matter is taught by Blakley as the secret is stored in a 
table (abstract and column 6 line 20-40 and Fig. 3). It would have been obvious to one 
of ordinary skill in the art at the time the invention was made to allow Dorenbos's 
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teaching to include a table that comprises the shared secret for efficient organizing and 
fast retrieval of the shared secret. 

As to claim 14, if the receiver does not find a shared secret in the shared table 
then the receiver retrieves the sender's public key information from the server using a 
sender's user ID as an index is taught by Dorenbos as retrieves the sender's public key 
information from the server using a sender's user ID as an index (column 4 line 1 1 - 
column 5 line 13). 

As to claim 15, Dorenbos teaches the receiver using the receiver's private key 
and the now-retrieved sender's public key to compute the shared secret (Figs. 2-4). 

As to claim 16, Dorenbos teaches storing the shared secret, using the senders ID 
as an index (column 3 lines 12-36 and column 4 lines 23-25). 

As to claim 17, Dorenbos modified by Blakley teaches the shared secret stored in 
the shared secret table as discussed above. Dorenbos modified by Blakley does not 
specifically teach periodically updating the shared secret. However, it would have been 
obvious to one of ordinary skill in the art to allow the teaching of Dorenbos modified by 
Blakley to include periodically updating the shared secret for efficiently organizing the 
most updated information. 
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Inquire 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Mary Cheung whose telephone number is (703)-305- 
0084. The examiner can normally be reached on Monday - Thursday from 10:00 AM to 
7:30 PM. The examiner can also be reached on alternate Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell, can be reached on (703) 305-9768. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-308- 



The fax phone number for the organization where this application or proceedings 
is assigned are as follows: 

(703) 872-9306 (Official Communications; including After Final 



1113. 



Communications labeled "BOX AF") 



(703) 746-5619 



(Draft Communications) 



Hand delivered responses should be brought to Crystal Plaza Two, Room 1B03. 



Mary Cheung syp 
Patent Examiner 
Art Unit 3621 
December 1 3, 2004 




